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Grading criteria - To achieve each grade the evidence must show that the learner is able:

	For a Pass to:
	

	        achieve a grade of 70% or more in the final examination of the IT Essentials 2 course
	

	For a Merit to: 
	

	M1 
analyse two different server operating systems in terms of the features and services offered to an end user
	

	M2 
install a network hardware component that requires associated software and configure it to meet the needs of an end user
	

	M3 
describe the potential network security risks and associated implications to a business posed by poor network security
	

	M4  Identify the potential organisational issues arising from the installation of new networking software
	

	For a Distinction to: 
	

	D1 
justify the selection of a particular server operating system appropriate to an origination’s requirements
	

	D2 
explain and demonstrate the use of three different networking troubleshooting techniques.
	

	D3   explain methods and polices that can be employed to minimise organisational issues to business resulting from installation of new networking software.
	


This assignment is based around comparing and evaluating a Microsoft Windows operating system and an open source operating system such as Linux. Also this assignment is designed to allow you to demonstrate your knowledge of aspects of Operating System Security. The following criteria are covered in this assignment:
To enable you to meet the criteria you will be required to prepare a number of reports for a Managing Director of a small company.  To make the scenario as realistic as possible the assignment has been broken down into tasks, each of which has a deadline attached to it. 

This assignment is designed to allow you to demonstrate your knowledge of aspects of Operating System and associated hardware. The following criteria are covered in this assignment:
M1.
Analyse two different server operating systems in terms of the features and services offered to an end user.

M2.
Install a network hardware component that requires associated software and configure it to meet the needs of an end user. 
M3. 
Describe the potential network security risks and associated implications to a business posed by poor network security.
M4. 
Identify the potential organisational issues arising from the installation of new networking software.

D1.
Justify the selection of a particular server operating system appropriate to an origination’s requirements.
D2.
Explain and demonstrate the use of three different networking troubleshooting techniques.
D3.
Explain methods and polices that can be employed to minimise organisational issues to businesses resulting from installation of new networking software.
This assignment is based around installing and configuring a wireless network interface card (NIC). Once you have installed the NIC you will have to evaluate the potential implications that installing the hardware and associated software may have on the company. To make the scenario as realistic as possible the assignment has been broken down into tasks, each of which has a deadline attached to it. 

Scenario
You are employed as an IT Technician by MVR Robotic Products. The Managing Director’s daughter has recently installed a copy of Linux on her laptop and recommends that it should be installed on all of the PCs in the company as it is free and a lot more secure than Windows XP and 2003. As the Managing Director is not fully aware of all the implications of implementing a network purely based around Linux, he has asked you to look at various aspects and present your findings in the form of a report.

At present the company has 20 PCs that are running Windows XP and a Server that has Windows 2003 installed. 
Following the reports that you have prepared for the Managing Director comparing Windows and Linux operating systems, he has asked you to install and configure a NIC on a single PC and then evaluate the potential impact on the company’s network.   
Task 1 - Hand in date 4th Feb 2011
	M1 
analyse two different server operating systems in terms of the features and services offered to an end user


After your initial discussion with the Managing Director he has asked you to install a copy of Linux onto one of the PCs, to allow you to carry out a comparison of the features and services provided by Linux and Server  2003. (M1)
Produce a report that provides explanations of the services and features offered by each of these operating systems. 
These could include the types of file systems each operating system uses and if they are compatible with each other. You could also highlight the features offered by each, for instance Windows 2003 has a built in firewall and some versions of Linux are bundled with free software.
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Task 2 – Hand in Date 4th Mar 2011
	M3 
describe the potential network security risks and associated implications to a business posed by poor network security


Following reading your report on the features and services provided by Linux and Server 2003 the Managing Director has asked you to highlight the potential security risks that could be encountered and how they would impact on the company. 
Produce a report that lists and explains potential network security risks that may exist.
You should consider the following:
· Hackers (internal) (External)

· Viruses

· Poor or no backup procedures
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Task 3 - Hand in date 18th Mar 2011
	M2 
install a network hardware component that requires associated software and configure it to meet the needs of an end user


The Managing Director has asked you to install a wireless NIC and the associated software in one of the company’s PCs to ensure that it functions correctly with the operating system and hardware that is already installed. Once the hardware and software has been installed it should be configured to allow it to communicate with the network via a wireless access point or wireless router. The SSID should be configured to   MVR and broadcasting of the SSID should be disabled. 64 bit WEP should be selected and the passphrase robotics should be entered to generate the WEP key. 

You should produce a brief report detailing the installation process of both the NIC and access point. Screenshots from the process should be included to aid your explanations.
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Task 4 – Hand in Date 31st Mar 2011
	D1 
justify the selection of a particular server operating system appropriate to an origination’s requirements


Following your previous reports the Managing Director has asked you to decide which of the operating systems that you have been looking at, is suitable to meet the needs of the company and provide an explanation as to why you have selected that particular operating system.  

Produce a report that identifies your preferred operating system and the justification behind your decision.

The justification of the operating system you have chosen should included a detailed explanation of the relevant services and functions that are offered by that operating system.  

The requirements that need to be met to enable the company to function correctly are:

· Must be able to deal with automated backup of data.

· Be configurable to issue IP addresses automatically (DHCP). 

· Be able to maintain a structured system of users, groups and policies.

· Act as a file and print server.

· Host the company’s website.

· Be able to act as a proxy server.
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Task 5 – Hand in Date 29th Apr 2011

	D2 
explain and demonstrate the use of three different networking troubleshooting techniques.


After the NIC has been installed the PC is unable to communicate with the other PCs on the network. You need to carry out troubleshooting procedures to try and rectify the problem. 

You should produce a report that explains how the procedures are carried out and why they are used. 

You are required to use and explain at least three troubleshooting procedures. 

The procedures used could include ICPM utilities such as:

· ipconfig,

· arp 

· ping 

· Trace route.

Screenshots from the process should be included to aid your explanations
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Task 6 – Hand in Date 13th May 2011
	M4  Identify the potential organisational issues arising from the installation of new networking software


Based on the decisions made for the installation of your operating system of choice in Task 1, the Managing Director has asked you to explain the possible issues that may arise if it is decided to change or upgrade again at a later date.

Produce a report that identifies and explains the potential organisational issues arising from the installation of new networking software such as Server 2003 being upgraded to Server 2008 server or replaced by a Linux.
Your report should cover issues such as, but not be limited to:

· The effects of downtime during changeover or other issues
· Possible compatibility issues with hardware devices or drivers
· Possible compatibility issues with other software packages

· Automated data backup & restore systems
· Possible loss or change in methodology of network security policies
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Task 7 – Hand in Date 27th May 2011
	D3   explain methods and polices that can be employed to minimise organisational issues to business resulting from installation of new networking software.


Based on the report you have created for task 3 the Managing Director has asked you to explain the methods that can be used to limit the implications of installing or upgrading this software. 

He is aware that software polices and procedures can be put in place to help with this and he would like you to explain how this would work. 

Produce a report that identifies and explains the following terms in relation to the report from task 3 and how possible issues may be avoided.

· Backward compatible 

· Driver updates 

· Vendor specific software

· Software compatibility

· Hardware compatibility
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